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2 KOTTOC [lapouaiaonc
Na eicayayel Tov TpoTtrTuxiako goitnth NMM
OTO £peUVNTIKO TTpoypappa CHINOS

(aANG KOl 0€ OXETIKA {NTAMATA, OTTWC
Container Security, texvoAoyia RFID, KTA).
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2.uvoyn — Aoun lNapouaciaoncg

m |1 a@opa TO EPEUVNTIKO TTPOYPAUO
CHINOS;

m [loia TTpaydaTIKA TTEOBAAMATA KAl
TTPOKANCEIC TO UTTOKIiVNOAQV,

m [loia gival Ta Ewg 31/5/2007 atroteAéouaTa
(aopd povo Tnv douAeia Ttou EOM-EMI);
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T1 €ival TO €pEUVNTIKO TTPOYPAU O
CHINOS;

To CHINOS (Container Handling in Intermodal Nodes—Optimal
and Secure!) gival eva TPIETAG DIAPKEING EPEUVNTIKO TTPOYPAHUA
xpnuartodoTtoupevo ato TNV EE.

AvagnTa KaIVOTOUEG TIPOKTIKEG AUCEIG BACIOHEVEG OTNV TEXVOAOYia
RFID TTOU B0 £pappocBoUV oTnV dIaXEIPION KAl JETAPOPA
eMTTOPpEUMATOKIBWTIWY (E/K).

AUTEG o1 AUCEIC ATTOOKOTTOUV O€ augnuévn ac@AAEia Kal
ETTIXEIPNOIAKI APIOTEIQ.

=ekivnoe Tov OkTwRpio Tou 2006, £x€1 GUVOAIKO TTPOUTTOAOYIOUO
2,6 €K. €, VW 0 OUVTOVIOTNC TOU TTPOYPAUMATOC ival To ISL
(Instltute of Shipping Economics and Logistics, 'eppavia).
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schaft mbh & Co. KG [A)
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[TakETa Epyaaiac

Detailed Requirement Analysis (EOM e1mikeaAnq)
Available Technologies & Capabilities

System Specification

Development & Test

Installation & Test

Validation (EOM eTmikeAANG)

Dissemination (EOM e1mikepaAng)

Exploitation

Quality Assurance

© 0 N O O K~ DN~
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T1 TO UTTOKIVNOE;

m EyTtTopikoi Adyol:
Avakou@ion TNV oupeopnon AIMEVIKWY UTTNPECIWY

BeAtioTotroinon d1adikaaiwy TToU TwPa YivovTtal atro
avOPWTTOUC O€ TTUAEC OXNUATWY, O€ TPEVA, KAl O€ TTAOIQ.

m NopuoOBeTikoi Aoyol:

2UPMOP@WON JE TOUC VEOUC KOVOVIOUOUG (e-Seals)

EAaxioToTroinon EMTITWOEWYV OTIC KABNUEPIVES
ETTIXEIPNOEIC TTOU TTPOKUTITOUV ATIO TNV TTAPATTAVW
OUUUOPPWON
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T1 1O UTTOKIVNOE; (2)

m Ao@aAcia:

2. XEOOV ATTOKAEIOTIKA €VOIQPEPEI TO Security TTapd 1O
Safety (BA., WapauTtng, 20072 yia Tnv diagopa)
9/11

E/K w¢ yEoa TPOUOKPATIKWY EVEPYEIWV

m [EXVIKOI AOyoOl:
EceAiceig o¢:
= Electronic seals & container tags
» [1poTuTrotroinon TnG ouyxvotnta ekmouTtS RFID
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[TpwTa aTTOTEAECHATA

m 270 €ETTOUEVA slides TTapouaialovTal
KATTOIA ATTOTEAECHATA, KUPIWC ATTO TO
TTAKETO gpyaaoiac 1.

m AUuTa a@popouVv OOUAEIa TToU ekave To EOM
KOl OXI OOUAEIQ TWV UTTOAOITTWYV MEAWYV TOU
KOVOOPTOIOU.
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2.ToIXeia TexvoAoyiac RFID

To RFID (Radio Frequency ldentification) avrikel oTnVv olKoyéveia
Texvohoyiwv Auto ID (BA., bar code, optical character readers, KTA).

O1 TexvoAoyieg Auto-ID £xouv atToOEigel OTI UEIWVOUV TOV XPOVO Kl

TOUG ATTAITOUMEVOUG £PYATIKOUC TTOPOUG MIaG dladiKaaiag Kal
augavouv TNV akpipeia Twv 0eOOUEVWYV TNC.

Mapd Tnv TpakTIKA Toug agia, TTeplopiovTal aTro TO OTI TIPETTEI KATTOIOG
XEIPWVAKTIKA VO OKAVAPEI TA AVTIKEIPEVA.

To TeAeuTaio onpeio gival o Adyog yia 1o oTroio To RFID Bewpeital
pigooTracTikr) Auto-ID Texvoloyia, kabwg ptropei autopata (SnA.,

Xwpig avBpwrivn Trapéufaon) va aviaAAaooel OEO0UEVA JE TO
EKAOTOTE OUCTNMA.
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2.Toixeia texvoAoyiac RFID (2): To
RFID tag

To RFID tag £xe1 éva microchip mpooapTtnuevo o€ pia radio kepaia
MOVTOPIOHMEVN TTAVW O€ £va UTTOOTPWA.

Chip

Antenna

RFID tag photograph. (SAP, 2005)
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2.1oixeia texvohoyiac RFID (3): MNMwc¢
OOUAEUEI;

Mia epappoyr) RFID diafiBader acUppata TRV TAUTOTATA TOU AVTIKEINEVOU (OAAG
& GAAEC TTANPOPOPIEC) HECW PABIOKUMATWV.

RFID avayvwoTeg (readers) amoOnkeuouv data o€ RFID eTikéTeg (tags) kal Ta
MeTadiIdouV o€ Eva auoTtnua H/Y dixwc avBpwTtrivn pecoAdpnon.

O1 readers £€xouv pia ) TTEPICCOTEPEG KEPAIEG TTOU EKTTEUTTOUV PADIOKUUOTA KO
AauBavouv orjparta «Triocw» arro Tnv tag.

MeTd o reader diaBiIBadel TIC TTAnpo@opiec oTo cuaTnua H/Y o€ wnelakn popen.

H evépyeia Tng Kepaiag Tou reader dIaBageTal atro TNV Kepaia Tou tag Kai
AgIOTTOIEITAI VIO VA «KIVAGE» TO microchip, T0 0TT0i0 AAAGCEI TO NAEKTPIKO
@opTio TTdvw oTnv Kepaia kal diaBIBalel «TTicw» To dIKO Tou oApa (signal).
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2. Toixeia texvoAoyiac RFID (4):
2. UVOTTTIKN BepeAdNG AeiToupyia

A
T."

."ﬁ' E
wall W
1V, VLY
LLl
e | ‘ ‘ L
B
3. Reader decodes and 1. Readar Sends Eneny 2 Tag Sends ID data

transnits to the host {C}  to Tag For Power (A)

back to the Rexder (B)

@epehdNG Asitoupyia Tou RFID. (www.rollsoft.ro)
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2 Toixeia texvoAoyiac RFID (5):
2uvioTwoec RFID kal k6oToC

Component

Actual cost

Cost depends on

: I
Passive tags

20-40 cents (up | o
to several USD |«

Frequency (e.g., HF 1s more expensive than UHF)
Memory size

application

for more + Antenna design
sophisticated «  Packaging around the transponder
solutions).
Active tags | 10-50 USD + Battery size
o Chip memory
 Packaging
UHF readers | 500-3,000 USD |« Dumb vs. intelligent readers
+  Single-frequency vs. multi-frequency readers
Middleware | Depends on Depends on application

2uvioTwoeg RFID kai kéaTtog (Tsilingiris et al, 2007a)
AIMENEZ NMAKETO No. 7A EMIM 2007




" S
2. Toixeia texvoAoyiac RFID (6):
RFID vs. Bar code

System Barcode RFID system
specifications
Data quantity 1-100b 2-64kb
Machine readability | Good Good
People readability | Limited Impossible
Influence of Can lead to None
dirty/damp failure
Influence of covering | Can lead to Moderate
failure
Data cartier cost Very low Medium
Reading electronic | Low Medium
cost
Unauthorized Shight Shight
copyimng/modification
Multiple reading No Yes
Reading speed Relatively Low | Fast
Direct line of sight | Yes No
required
Maximum reading | Relatively short Severall times
glfc’mme , longer >uykpion RFID pe Bar code (Tsilingiris
L 11nul_‘raneous No Yes et al. 2007 a)
scanning ’
Reusable No Yes [O No. 7A EMM 2007




2. TOIXEIO avayvwplong containers

m H O100IKOOIa TWV EAEYXWYV OXETIKA UE TO
container ID a@opa 10 va yivel ypnyopa
KAl JE akpifela:

(a) container identification

(b) EAeyxoc seal

(Cc) EAeyx0C PBOoPAC
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2. TOIXEIO avayvwplong containers
(2): Container ldentification

To container identification apopd TNV cwaoTh avayvwaon (Kal CwoTn
ATTOBAKEUCT TNG OXETIKNAG TTANPOPOPIAG) TWV CUUBOAWY TTOU
ouvOéTouv 1o container ID.

Supu 1307 007 9

Qwner cﬂde l Check dlgut
Product group code Registration number

Explanation of contamer ID markings. (Source: www.contamerhandbuch.de)
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2. TOIXEIO avayvwplong containers
(2): 'EAcyxoC¢ seal

H xpion tng oppayidag (seal) atrookotrei oTo va “oc@payicel’” Tnv cwoTh
@opTWON TOU container.

2upBaTtikni seal

(esto.de, www.ejbrooks.com) AMENES MAKETO No. 7A EMIT 2007
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2. TOIXEIO avayvwplong containers
(3): 'EAgeyxoC pBopac

O1 repIoooTEPEC (NUIEC CUNBaivOouV OTNV TTAVW
£dpa Twv containers AOyw TNG TTiEoNg TToU
QOKEITAI ATTO TOUG spreaders Twyv straddle
carriers.

‘Evac evoeAeXNG EAEYXOC OPEIAEl va aPopd OAEC
TIG €¢I TTAeUpEG TOU E/K.
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[TpoBANuarTa container security

= AQBpeUTTOPIO TTUPNVIKWYV OTTAWYV, radiological
dispersal devices, 1 CUUBATIKWY STTAWV.

= AQBPEUTTOPIO TTUPNVIKWYV 1] PADIOEVEQYWV
UAIKWV.

* AQBPEUTTOPIO VOPKWTIKWV

= 2KOTUN JoAuvon E/K pe Tupnvika, padievepya,
XNUIKA, N BioAoyika pEoa.

= KAotmr) E/K (piracy)

* (Mikpo-)kAotm TrepliexouEvwy E/K (pilferage)
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[TpoPBANuarTa container safety

m Znuia o€ E/K TTOU TTEPIEXOUV ETTIKIVOUVA
UAIKA. (EKpngn N dlappon)
m ZnNUia o€ CUPPATIKO POPTIO TTOU

TTPOKANONKE ATTO OCUMPBATIKEC OIAOIKATIEC
n/kai atro €mBswpnon (inspection).
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Emixeipnolaka lNpoBAnuara

YTTEPBOAIKOC XpOVOC avauoVv ¢ TTPIV TO OECIYO OTO
Algavi

XapnAn TTapaywyikoTnNTa TEPUATIKWY OTOOUWYV
2U@OpPNON TIC TTUAEC POPTNYWYV TWV AIUEVWV
Y1repPBOAIKA XpovoPopec diadikaaieg emOewpnong
XapnAn diapoipacn TTANPOPOPIAC METACU TWV TTAIKTWY
[TpoBARuaTA OCUVTOVIOUOU.
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2. XETIKN vopoBeoia

H ayopd diagaiveTtal “overregulated”, utrapxel aAAANAETTIKAAUWN KAVOVIO WV,
aAAG Kal EUTPWTA KEVA.

International Maritime Organization (IMO):

m International Ship and Port Facility Security Code
m International Convention for Safe Containers

m International Container Security Organisation

m  Ship security alert system

EU:

Regulation on Enhancing Supply Chain Security

Directive on Enhancing Port Security (EC 2005/65)

Regulation on Enhancing Ship and Port Facility Security (EC 725/2004)

Green Paper on a European Program for Critical Infrastructure Protection
(EC, 2005)
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2. XETIKN VouoOBeaia (2)

USA:

24-Hour Advanced Manifest Rule
96-Hour Advance Notice of Arrival
America’s Waterway Watch
Automatic Identification System
Bioterrorism Act

Cargo Handling Cooperative Program
Container Security Initiative
Customs-Trade Partnership against Terrorism
Intelligence Fusion Centers

Maritime Safety and Security Teams

Maritime Transportation Security Act

National Targeting Center

Non-Intrusive Inspection Technology
Operation Drydock

Operation Port Shield

Operation Safe Commerce

Port security act of 2006

Port Security Assessment Program

Radiation, Chemical, and Biological Screening
Seal Verification Program

Security Boardings

Security Committees Port Security Grants
Smart and Secure Tradelanes

Smart Box Initiative

Transportation Workers Identity Card
Trusted Shipper Program
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2. XETIKN vopoOBeaia (3)

Safety & Environmental Protection:

The Bathing Water Directive

The Dangerous Substances Directive

The Environmental Impact Assessment Directive
The Environmental Liability Directive

The Habitats Directive

The Health and Safety in the Workplace Directive
The Shellfish Directive

The Strategic Environmental Assessment Directive
The Urban Waste Water Treatment Directive

The Waste Reception Facilities Directive

The Water Framework Directive

The Wild Birds Directive
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EpwTtnon: INou KoAAGel o€ OAa auTa

10 RFID;

ATTavtnon:

To «TTw¢;» 0a FOAIOOCKOTTNOEI OTIC ETTOUEVEC
OlAPAVEIEC
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[TpayUATIKEC EQAPPOYEC

Container Identification.

Me tnVv TexvoAoyia RFID, 1o ID utropei va
atroOnkeuBei Tavw otnv RFID tag cupgwva ue
Ta ISO standards atmrotpétrovrag TTOANATTAEC 1)
AaBepévecg kataypagpec Tou ID.

Readers 1o106£TNUEVOI O€ YEPAVOUC YEPAVOUC,
oxNMaTa, KAT. Kavouv duvarr) TNV autouaTn
Kataypagn tou container ID otav ekpopTwveTal
OTO AIAVI KaI KIVEITAI JEOO O€ AUTO.
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[TpayUATIKEC EpAPUOYEC (2)

Staff identification.

MTtropoUpe va avTIHETWTTICOUNE TNV TTAQOTOYPAPNON TWV
KapTwyv gpyalopevwy pe xpnon RFID

O1 kKapTeg atrobnkeuouv TTANPOPOPIEG OTTWG: KATOXOG,
1010TNTA, KAl TTANPOPOPIEC OXETIKEG PE TNV OOUAEIQ.

2.€ NN ETTAVOPWHEVA ONUEIA O EAEYXOC MTTOPEI va YIVETAI ME
Closed Circuit Television.

XpnaoigoTrolwvTag Tig kovkapoeg RFID wg value cards,
MTTOPOUME VO OWOOUNE KivNTPa yia TNV UIOBETNOT) TOUG
QT1TO TOUG £pyalolEVOUC.
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[TpayuaTIKEC EPAPPOYEC (3)

Vehicle access, control, and tracking.

[Mpoocaptoupe RFID tags o€ straddle carriers, TpakTtép, chasses, etc, yia
VQ EVTOTTIOOUNE TO ECOTTAIONO MAG.

MNapdadeypa 1: RFID tags pmmopouv va Ba@Tolv o€ GUyKeKpIYEVA
onueia Tng yiapdag Tou terminal. O1 tags pmmopouv va dlaacTouv
a6 RFID readers tommoBetnuévol o€ oxNUATA, GNUATOOOTWVTOG
€101, TNV TOTTOBE0ia TOU £€OTTAICOU. O1 TTANPOYPOPIEC UTTOPOUV VA
peTaéoeoUv uéow aouppatou LAN.

[Mapadeiyua 2: RFID kovkapdeg epyalOhEVWY UTTOPOUV VA
KAEIOWVOUV/CEKAEIDWVOUV ECOTTAICHO

Mapdadelypa 3: Readers o€ OUYKEKPIUEVA ONUEIQ TTOPOUV VA
ETTIKUPWVOUV £i0000/€€000 aTTd TO terminal.
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[TpayuaTIKEC €papPUOYEC (4)

Activity monitoring.

EKTOC a1To T TTpONYyoUlEva,
TTaPaKOAOUBOUVTAI KAl Ol EVEPYEIEC TWV
ePYAlOMEVWY O€ TTPAYUATIKO XPOVo (real-
time).
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[TpayHATIKEC EPAPPOYEC (D)

Anuioupyia CUVEPYIWV UE SENSOIS TTOU JETPOUV:
m Yypaoia

dwrTevoTnTa

O@¢epuokpaoia

ATtuoogaipikn lNieon

Aovnoeig

XpOvog

XNMIKEC OUTieC

m OQcon/kivnon

Ta TTapaTTavw PJITopouv va avtiAngBouv TTapouaia
avOPWTTWYV, EKPNKTIKWYV, KTA.
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AANQ OpEAN

m Data Collection: Texvikéc data mining
UTTOPOUV VO EKPJETAAAEUBOUV TIC
TTANPOPOPIEC VIO TNV EyKAIpN avayvwplion
KIVOUVWV.

m Regqulatory adherence: BA.
“Transportation Workers Identity Card” ,

“Container Secuirity Initiative”, “Safe and
Secure Tradelines’, Ka.
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2.uvoyn PBIBAIOYPAQIKAC EPEUVAC

m [a EYTTOPIKA projects EMKPATOUV TWV OKAONMATKWYV.

m H EE €ival TTOAU TTiow OTIC OXETIKEC EQPAPHOYEC OE OXEON
ue Tic HIA.

m O KevTPIKOC AOYOC UTTaPENG TWV EPAPPOYWYV Eival TO
security, OxI To safety YATE 01 €TTIXEIPNOEIC.

m H xpnon RFID trpétrel va ouvodeueTal atro business
processes re-engineering.

m O1 epapuoyec RFID tTou agopouv o1dnpodpOoMIKES
UTTOOOMEC O€ AIHavia gival EAAXIOTEC.
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2UJTTEPACATA

To CHINOS cival o€ mrpwipgo o1adio. O eTTOuEVOC
XPOovoc Ba kaBopioel gg peyalo Babuod Tnv
ETTITUXIA TOU TTPOYPAUMATOC, GAAQ Kal TNV
epappooiuotnTa Tou RFID oT1ic BaAaocoieg
LUETAPOPEC.

[TpOKATOPKTIKN £pEUvVa aTTO TO EOM O¢ixvel 0TI TO
RFID ptropei va BonBnoel og uttapKTa
TpoBAnuata security, safety, aAAa kar otnv
TaXUTNTA TWV ETTIXEIPNOEWV.
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[TapatTouTTEC (TTOU EpaviIoTNKAV
oTnVv TTapouaiaon)

1. Institute of Shipping Economics & Logistics (ISL): World Shipping
Statistics and Market Review Nov/Dec 2004.

2. Wapautng, X.N. AcpaAeia Aiuévwy (port security), Napouaiaon
o1o M&Bnua Aipéveg & 2uvduaopéveg Metagpopég, EMIT
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